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Motivation

» Advantage of CMOS based Physical Unclonable Function (PUF) for loT Technology

= Truly physically unclonable: Random process variation
= Low cost, high yield, small area & low power
= Main feature of l1oT PUF: Area, uniqueness, reproducibility & number of available CRPs (1/0O pairs)
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Reconfigurable SRAM Strong PUF

> Conventional SRAM based Weak PUF

= Utilizing settling state of SRAM - Randomly storing a zero, a one, or no preference = Unique ID (1 CRP) o= N =8, 16 [overtersfpair, 32-% Inpuf
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Fig. 5. Conceptual structure of the proposed Fig. 6. Operation principle by challenge input Fig. 7. Schematic and timing diagram
reconfigurable SRAM PUF in which Ny, = Ny =2 in which N, = N, =8

Implementation Result and Performance Comparison

Table I. Performance comparison with state-of-the-art CRP PUF designs = g5nm bulk CMOS, 68T/cell, 32b input, 1024b output
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